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As part of our ongoing efforts to facilitate the best possible medical and financial outcomes for our

customers, Intracorp has created this resource to help you come to terms with the myriad issues

associated with HIPAA enactment and implementation. Over the past several months, many of our

customers—both large and small—have indicated that they need assistance in understanding this

very complex legislation. A Roadmap to Success is meant to be a practical guide for organizations 

of any size, and should help human resources professionals as well as other organizational leaders

prepare for the April 2003 enactment. Whether employers are just getting started or are already

well on their way to complying with HIPAA, A Roadmap to

Success can serve as a great learning tool with relevant

applicability. As with any potentially litigious and/or 

complex issue, you should seek legal counsel before

implementing any of the guidelines outlined in this text.
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The Road to HIPAA Compliance: An Employer Checklist

The privacy rule and its preamble—together more than 1,000 pages—are loaded, like
other parts of HIPAA, with new and important information. Intracorp has created this
easy-to-understand guide to help employers prepare for HIPAA compliance and adapt 
to the new, more cautious data culture.

�

H I PA A  P R E PA R AT I O N S : G E T T I N G  Y O U R  B E A R I N G S

Although HIPAA is only one piece of the data and privacy puzzle, employers should become familiar
with its new mandates and terminology. Employers should also create a corporate culture that supports
HIPAA’s principles and is in line with relevant state statutes and current case law.

Employers should:

Create a corporate climate that emphasizes data privacy and security.
To meet expectations in today’s health care environment where data privacy is vital, companies should comply
with HIPAA and stress the common sense protection of confidential health information as an important and
enforceable corporate principle.

Company-wide communications should be drafted emphasizing:

• The importance of health privacy

• Practical, common sense strategies for safeguarding health care information at the worksite

• The corporate commitment to safeguarding private health care data

These messages should be reinforced through corporate privacy practice seminars for senior managers.
Seminars should train senior managers to engage their employees in dialogue about:

• Acceptable privacy practices

• The importance of respecting the company, co-workers and customers by keeping sensitive health 
information confidential 

• What is expected of individual employees in order to keep health care data private and secure

Become more familiar with relevant state data/privacy laws and case law.

In addition to HIPAA, employers must also be aware of overlapping and contradictory state laws and relevant
state and federal court cases. This is particularly important for companies with a multi-state or nationwide
reach.
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Getting the Lay of the Land

The Health Insurance Portability and Accountability Act (HIPAA) is complex and impacts how all
health benefits are structured and administered. The legislation—combined with the rise of the 
Internet, the rapid increase in utilization of personal information for commercial and surveillance 
purposes and an array of other factors—have changed America’s moral and legal climate and raised
consumer awareness about data privacy and security.

To help our employer customers understand HIPAA’s implications and meet compliance deadlines 
that are less than two years away, Intracorp has created this resource, A Roadmap to Success in the New
HIPAA Age. This document also provides concrete steps that employers can take to create a corporate
culture that supports HIPAA compliance and emphasizes the common sense, instinctual protection 
of confidential health data. Building this climate is key to obeying both the letter and spirit of the 

law, especially given the complexity and uncertainty 
surrounding HIPAA.

Intracorp’s resident HIPAA expert is Michael Davis,
vice president of government affairs & compliance 
and chief legal counsel. Contact him via e-mail at
hipaainfo@mail.intracorp.com with any HIPAA-
related questions.
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Work to construct adequate data firewalls.

HIPAA requires a number of new physical and technological firewalls that guarantee adequate separation
between certain personnel—like those who perform group health and plan-sponsor functions—in an 
employer setting. To build these data firewalls, employers need to talk with the firewall-affected departments 
to understand their workflow, office setting and current security measures, asking questions such as “What in
your current work environment makes it more difficult to safeguard data?” and “What improvements could be
made?” Employers should then work with their IT, Legal and HR departments to think through how best to 
construct and enforce new data firewalls and inform beneficiaries of their existence.

N E X T  S T E P S : R E A D Y I N G  T E C H N O L O G Y

Data technology and employee skill in using it are advancing rapidly. Employers must leverage this
progress in conforming to HIPAA’s technological mandates and guaranteeing that workers know how 
to properly follow the new technology rules.

Employers should:

Draft procedures and update information storage and encryption systems to comply with
HIPAA’s new protected health information transfer, storage and disposal rules.

Assess interoperability of internal and external information systems.

New software or other system changes will be needed to conform to HIPAA and the evolving health data envi-
ronment. Employers should work with their national and regional IT departments to ensure that internal health
data technology changes are coordinated company-wide. IT staff should also check with third-party health data
vendors to ensure that their systems and software remain compatible with the employer’s.

C R E AT I N G  D ATA  A C C E S S  A N D  S E C U R I T Y  P O L I C I E S

HIPAA-related data access and security policies should accommodate an employer’s specific corporate
culture and technological infrastructure and put its workers at ease about the company’s health data
practices. This means accounting not only for who accesses health data, but also how close in physical
proximity these individuals are to their co-workers. Health data should be safe and confidential whether
accessed in a corporate office, a cubicle or at home. To achieve this, employees must be educated about
how to ensure data security in any work environment.

�

�

�
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Helpful online references are available. Intracorp does not necessarily endorse or express any opinion about
these publicly-available resources; they are a suggested starting place for additional information. A comprehen-
sive summary of state confidentiality laws is posted on the Georgetown Privacy Project’s Internet site at
www.healthprivacy.org. PricewaterhouseCoopers has a HIPAA information site, including a hypertext guide to
the privacy rules, at www.pwchealth.com/hipaa.html, as well as more information in the “Privacy References
Room” and the “Insights and Solutions” sections of its Web site www.pwcglobal.com. Beginning in April 2003,
periodic HIPAA compliance announcements from the Department of Health and Human Services (HHS) will be
posted at www.aspe.hhs.gov/admnsimp.

Think about HIPAA changes in corporate administrative and data practices.

Assessing corporate readiness for HIPAA compliance and developing an operational improvement plan to meet
compliance mandates requires input and manpower from many business departments, especially executives
from legal, human resources (HR) and information technology (IT) divisions. Instructions on how to achieve
administrative and data practice changes are featured in subsequent pages of this document.

Recruit Legal, IT and HR leaders for corporate HIPAA implementation teams.

Harnessing the expertise of corporate legal staff, human resources personnel and company information tech-
nologists is crucial to successful HIPAA implementation and boosting consumer confidence in corporate data
practices. Since many of HIPAA’s changes relate to information and data systems, corporate IT leaders must be
part of employer HIPAA implementation teams and play an active role in any discussions about administrative,
data privacy and security changes.

Understand which corporate business segments are covered entities under HIPAA.

HIPAA recognizes through multiple “covered entity” definitions that large employers, in particular, have business
departments that perform many complex functions. For convenient reference, the “covered entity” definitions
are defined in the HIPAA ABC’s portion of this booklet.

Under certain HIPAA regulations, like the privacy rule, employers are covered not as one entity but by the 
functions that a certain corporate department performs. Employers should therefore work with their legal
departments to understand how HIPAA’s definitions match up with specific corporate functions and how that
will impact the company’s data practices and HIPAA compliance.

Understand how HIPAA’s administrative and financial transaction standards and uniform code
sets will impact employee data practices.

Many of the data changes and uniformity required by HIPAA’s privacy and administrative simplification rules 
are highly technical and best handled by corporate information technology staff. Employers should work with
their IT department to translate HIPAA’s technical data practice changes into language that everybody in the
company can comprehend and follow.

�
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Employers should:

Appoint and begin to coordinate with a corporate privacy officer.

HIPAA requires that employers and other organizations appoint a privacy officer to:

• Monitor regulatory compliance

• Ensure prompt and effective responses to privacy complaints 

• Oversee health data flow

The privacy officer offers some measure of comfort for consumers: It is also a concrete assurance that the 
company is keeping confidential employee health data safe and secure.

Once a privacy officer is appointed, employers may want to consider designating a multi-disciplinary privacy
team to support the officer’s duties and respond to employee data inquiries.

Map the exchange of protected health information including who sends, receives and 
transmits it.

Mapping health information exchanges requires the participation of all employees from the top to the bottom
of the corporate ladder. To facilitate speedy and effective mapping, employers may want to consider sending
formal written or e-mail inquiries to all department managers requesting that they talk with their employees
about data use and then map how their department utilizes and transmits health care data.

Departmental and corporate data schematics should be reviewed by management company-wide.

Create data access and security policies to account for all working environments.

Today, work environments are anything but uniform. Some employees work from a windowed office while 
others work from an aircraft window seat. Employers must evaluate each working environment within their
company—whether it is an office, factory floor, cubicle or home office—and design appropriate role-based,
need-to-know data access and security strategies.This includes corporate determinations of how much protected
health information is the “minimum necessary” to accomplish specific tasks. Safeguards for confidential health
information publicly accessed at places like common worksite kiosks must also be considered.

Teach staff members about new health data handling procedures.

One of the most important steps in assuring HIPAA compliance and minimizing consumer data fears is to 
provide multiple opportunities for all employees to learn about new data handling practices and how these
new practices will impact an individual’s job on a day-to-day basis. Consumer education is discussed in-depth
on subsequent pages.

C R E AT I N G  D ATA  P R I VA C Y  P O L I C I E S

Effective implementation and communication of corporate health data procedures is critical to 
convincing consumers that information is being used safely and appropriately. To foster consumer 
trust, data policies should be communicated in multiple forums and media.

After receiving input from corporate multi-disciplinary implementation teams, employers should 
institute the following HIPAA-mandated privacy policy changes:

Draft a corporate explanation of privacy practices for employees and dependents.

Create a process to accommodate requests for access to protected health information as well 
as amendments to requests.

Compose corporate-protected health information authorizations for purposes other than 
treatment, payment and health care operations.

Descriptions on privacy practice notices, access and amendment requests and authorization procedures are
detailed in-depth in the HIPAA ABC’s portion of this guide.

R A I S I N G  C O N S U M E R  A W A R E N E S S

Obviously, no new privacy or data policy can be effective without educated employee participation and
compliance. If an employee talks about a co-worker’s confidential health condition over lunch, or if
he/she leaves protected information in clear view on a computer, procedural safeguards are meaningless.

To optimize worker education and compliance, employers should:

Design effective privacy awareness and education strategies for employees and dependents.

Devise privacy awareness and education strategies for appropriate union leadership and for
annual union benefit negotiations.

Unions are a major consumer force in corporate health benefits negotiation and workforce education. It is
important to keep unions updated on important benefit and data practice changes, and that employers 
coordinate with unions in HIPAA consumer education efforts.

�
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W O R K I N G  W I T H  E X T E R N A L  PA R T N E R S

Employers should work closely with their external health care partners to successfully implement
HIPAA and minimize consumer data fears. Existing communication channels can be expanded to
include periodic formal and informal employer-vendor talks about HIPAA adherence and consumer
issues. In this way, a chain of compliance and trust can be established.

To achieve this, employers should:

Identify all third-party vendors that handle protected health information.

Negotiate new contracts or addenda to existing contracts with third-party vendors that are 
considered business associates.

New HIPAA data handling contracts or addenda to existing contracts must be negotiated with third-party 
vendors that obtain, use or transmit protected health information on behalf of any part of an employer that 
is a covered entity. The rule dubs these third-party vendors “business associates.” Employers should initiate 
conversations with business associates about the importance the corporation places on keeping confidential
health data secure and private. Note that vendors who obtain information on their own behalf are not consid-
ered business associates according to the rule.

Find out when business associates will be instituting HIPAA’s data privacy and administrative
simplification changes.

Employers must coordinate implementation of HIPAA’s privacy rule, financial transaction standards and uniform
code sets both internally and externally. Companies should designate personnel to communicate with business
associates about implementation timeframes to ensure a smooth transition to compliance. This is particularly
important for large employers with many third-party contracts. A few examples of business associates include
health care management firms like Intracorp or data management and research firms.

Continued Help and Support in Finding Your Way

No matter what path our employer customers take to compliance, one thing is certain:
As the HIPAA preparations progress and the highly charged health data environment
continues to evolve, Intracorp will be available to serve our customers as an expert
HIPAA resource and as an informed and equipped business associate.

�
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D E A L I N G  W I T H  H E A LT H  P L A N S  A N D  H E A LT H  C A R E  P R O V I D E R S

The HIPAA privacy rule, in particular, creates new distinctions between fiduciaries and health plans 
and bestows fresh responsibilities on each. It also requires “consents” for some health care providers 
that have a direct treatment relationship with patients and “authorizations” for some releases from 
some providers, whether they have a direct treatment relationship or not.

Employers should:

Distinguish “group health plan” from “plan sponsor” functions.

Employers must reach out to their legal, HR and technical personnel to ensure that group health plan and plan
sponsor distinctions are made and HIPAA mandates are met. For example, HIPAA requires that a plan must pro-
vide notice of its privacy practice and a plan sponsor must agree not to use the protected health information it
possesses for employment-related actions and decisions. The plan sponsor must also revise its plan documents
to reflect these changes in data practices. These new mandates require coordinated corporate internal commu-
nication and planning.

Identify all corporate health care providers.

HIPAA requires a signed “consent” for any health care provider that is covered by the rule and that has a direct
treatment relationship with a patient. For employers, patients include both workers and dependents. Note that
some health care providers are not subject to the rule because they engage in no standard transactions spelled
out in the rule.

To identify direct treatment providers, companies should work with their human resources staff and those
involved in group health plan and occupational health plan administration. The treatment relationships of
providers in worksite health and wellness clinics, corporate disease and disability management programs,
onsite pharmacies and employee assistance programs must all be evaluated. Releases of information not 
related to treatment, payment and health care operations by all health care providers covered by HIPAA are
subject to additional, more burdensome,“authorization” requirements.

Employers should then coordinate with their company’s legal staff to draft appropriate “consents” and “authori-
zations.” Lastly, it would be wise to reach out with compassion and understanding to worksite health care
providers, who may be frustrated by the new “consent” and “authorization” requirements.

�

�
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HIPAA ABC’s: Privacy Rule Basics

The following pages contain key terms, concepts and mandates that Intracorp’s 
customers should be aware of when constructing new privacy policies. State 
confidentiality laws and relevant court cases are also important to consider.

Effective and Compliance Dates

Due to procedural complexities, the final HIPAA privacy rule became effective April 14, 2001—four months after
it was first released. The current date by which most organizations must comply with the rule is April 14, 2003.

Covered Entities (General Groups)

Health plans, health care providers and health care clearinghouses are covered entities under the privacy rule.
Business associates performing a function with protected health information for a covered entity obtain some
of the obligations of covered entities through contracts to protect the privacy of such information. A business
associate is defined as a “person or entity who provides certain functions, activities, or services for or to a cov-
ered entity, involving the use or disclosure of protected health information.” Under the regulation, Intracorp
would be considered a business associate of our customers. Business associates are NOT a member of a covered
entity’s workforce or entities that disclose protected health information to providers for treatment purposes.
Covered entities can be business associates of one another (i.e. health plan and health care provider).

The rule only extends to employers when they are performing certain functions—storing, using or disclosing
individually identifiable health information in a health plan (group health plan or plan sponsor), health care
provider, health care clearinghouse or business associate capacity.

Covered Entities (Specific Subgroups)

The regulation offers a new and very specific delineation between group health plans and plan sponsors to
clarify the responsibilities of each. For most employers, their group health plan and plan sponsor are not sepa-
rate entities, but instead different functions performed under the same corporate umbrella.

According to the regulations, there must be a secure data firewall that provides “adequate separation” between
group health plan and plan sponsor personnel in an employer setting. The plan sponsor must provide notice of
its privacy practice and agree not to use the protected health information it possesses for employment-related
actions and decisions. The plan sponsor must also revise its plan documents to reflect these changes in data
practices.

Covered Information

The rule creates requirements around the use and disclosure of protected health information by health plans,
health care providers, health care clearinghouses and each of their business associates. The regulation is
designed to protect all medical records, health information that identifies individuals, and other data associated
with identifiable health information. The rule covers data that is communicated electronically, orally or via
paper.
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Treatment, Payment and Health Care Operations

Treatment, payment and health care operations are the terms used in the rule to categorize common health
care functions. Treatment is defined as the “provision, coordination, or management of health care or related
services undertaken by one or more health care providers.” It includes coordination or management between 
a health care provider and a third party, as well as consultation between health care providers.“Risk assessment,
disease management, and case management are treatment activities only to the extent that they are provided
to a particular patient by a health care provider.”

An entity covered by the privacy rule can only use or disclose protected health information about the individual
to whom the care was rendered for payment activities. In addition to traditional functions, payment under the
rule includes utilization review (pre-certification, pre-authorization, concurrent review and retrospective review),
as well as adjudication of health benefit claims, and review of health care services with respect to: medical
necessity; coverage under a health plan; appropriateness of care; or justification of charges.

The regulation defines health care operations as “activities related to a covered entity’s function as a health care
provider, health plan, or health care clearinghouse.” Operations include “quality assessment and improvement
activities” and “population-based activities related to improving health or reducing health care costs,” protocol
development, case management and case coordination, contacting of health care providers and patients with
information about treatment alternatives, and related functions that do not entail patient care.

Patient Authorization and Consent

Under the rule, health plans and health care clearinghouses can use or disclose protected health data without
an authorization or a consent for the purposes of treatment, payment and health care operations. Any utiliza-
tion or disclosure beyond treatment, payment or health care operations requires a patient authorization. The
authorization can be written or electronic so long as it contains a valid patient signature. Individuals can revoke
their authorization at any time except when a covered entity has taken steps in reasonable reliance on an oth-
erwise valid authorization. Treatment, payment or enrollment in a health plan or eligibility for benefits can NOT
be conditioned on the authorization.

Health care providers who have a “direct treatment relationship” with a patient must obtain a general, plain 
language, written or electronic patient consent before using or disclosing the patient’s protected health infor-
mation, except in emergencies, situations where the provider is obligated to provide care or where there are
substantial patient-provider communication barriers. Health care providers can condition treatment on receiv-
ing the patient consent. A signed consent must be kept on file for six years from the date it was last in effect.
Health care providers who have an indirect treatment relationship with a patient can use or disclose the
patient’s protected health information for treatment, payment and health care operations without a consent.

Minimum Necessary 

Covered entities must have policies and procedures that reasonably limit access to, use and disclosure of pro-
tected health information to the minimum necessary given the job responsibilities of their workforce and the
nature of their business. The minimum necessary standard does not apply to disclosures among providers for
treatment purposes or disclosures to the individual who is the subject of the information.
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For uses of protected health information, the policies and procedures must identify the persons or classes of
persons within the covered entity who need access to the information to carry out their job duties. The covered
entity can develop “role-based access policies” that allow its health care providers and other employees, as
appropriate, to access to patient information.

A covered entity may use, disclose or request an entire medical record, without a case-by-case justification, if
the covered entity has sufficiently documented in its policies and procedures that the entire medical record is
the amount reasonably necessary for certain identified purposes.

Individual Access and Notice

An individual must be given notice of the covered entity’s privacy practices and may review that notice prior to
signing an authorization or consent. Covered entities are required to provide individuals with access to protect-
ed health information about themselves that is contained in their “designated record sets.”

Safeguards 

Covered entities must reasonably safeguard protected health information from any intentional or unintentional
use or disclosure that is in violation of the rule. They must also appoint a privacy officer to ensure this mandate
is carried out. Covered entities must also have in place appropriate administrative, technical, and physical safe-
guards to protect the privacy of protected health information. In determining whether a covered entity has pro-
vided reasonable safeguards, HHS will take into account all the circumstances, including the potential effects on
patient care and the financial and administrative burden of any safeguards.

Covered entities are not required to actively monitor or oversee the means by which the business associate 
carries out safeguards or the extent to which the business associate abides by the requirements of their privacy
contract.

If the covered entity becomes aware of a pattern or practice of the business associate that constitutes a materi-
al breach or violation of the business associate’s obligations under its contract, the covered entity must take
“reasonable steps” to bring the breach to a halt or to end the violation. If such steps are not successful, the cov-
ered entity must terminate the contract if possible. If termination is not feasible, the covered entity must report
to HHS. Only if the covered entity fails to take the kinds of steps described above would it be considered to be
out of compliance with the requirements of the rule.

Penalties for Data Misuse

The privacy rule creates new federal, civil and criminal penalties for misuse of protected health information.
For instance, a $250,000 fine is associated with the intent to sell or transfer such information for commercial
advantage, personal gain, or malicious harm.

A covered entity can continue to use or disclose health information, which it has on the compliance date,
pursuant to express legal permission obtained from an individual prior to the compliance date.

Pre-emption Clause 

The regulation pre-empts all state privacy laws EXCEPT those that are more “stringent” than the new HIPAA
rules. For employers, this provision reinforces the need to monitor evolving state data privacy laws and work
closely with corporate legal staff on the grayer areas of HIPAA compliance.
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